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a b s t r a c t 

IOTA is a distributed ledger technology for the Internet-of-Things (IoT) industry. The protocol distin- 

guishes itself from existing distributed ledgers by being formed on a directed acyclic graph. To enable 

micro-transactions for smart devices, it uses a scalable approach for network growth and transaction 

confirmations. Being a public distributed ledger, the transactions on the ledger are completely trans- 

parent hence opening up the possibilities for linking and identification attacks. Different promising pri- 

vacy enhancing techniques have been proposed for improving anonymity in distributed ledgers. However, 

many of the proposed approaches provide security guarantees only against Elliptic Curve Digital Signature 

(ECDSA) schemes and thus become incompatible with the IOTA ledger because IOTA uses quantum re- 

silient hash-based signatures. While centralized solutions can still work with IOTA ledger for enhancing 

privacy, they are still proprietary and prone to single point of failures. We propose a novel decentralized 

mixing protocol for the IOTA ledger that incorporates a combination of decryption mixnets and multi- 

signatures. Our technique does not require any (trusted or accountable) third party and it is completely 

compatible with the IOTA protocol. Analysis of our results for this technique shows that the security and 

privacy are guaranteed even in the presence of malicious entities in the system. Our technique provides 

strong privacy to the IOTA ledger and the degree of anonymity it adds, protects entities against identifi- 

cation and linking attacks. 

© 2018 Elsevier B.V. All rights reserved. 

1. Introduction 

Distributed ledger is one of the most promising technologies of 

the new millennium even though much of its potential still re- 

mains undeveloped. Due to its inherent property of high redun- 

dancy, the technology offers a highly reliable layer of integrity 

and immutability. The technology emerged in 2008, when Satoshi 

Nakamoto proposed Bitcoin [1] as a fully decentralized electronic 

currency system. Digital currencies are still the most dominant 

applications built on distributed ledgers. However, the technology 

still faces several important issues such as scalability, privacy, en- 

vironmental costs and lack of support for micro-transactions. To 

address these issues so that this technology becomes mainstream 

on a large scale (e.g., Internet of Things (IoT)), new ledgers have 

emerged that not only solve the issue of network scalability but 

also enable micro-transactions. 

IOTA is a public distributed ledger that enables fee-less micro- 

transactions for the Internet of Things (IoT) devices [2] . Created 
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in 2015, it solves the core issues of scalability and fees in tradi- 

tional distributed ledgers. The market cap of circulating IOTA to- 

kens amount to nearly $3 billion as of June 2018 and it is among 

the top ten cryptocurrencies by market cap [3] . One of the ma- 

jor differences of IOTA from existing distributed ledgers is the con- 

sensus structure namely, the Tangle [2] , which is based on a Di- 

rected Acyclic Graph (DAG) rather than a blockchain. The protocol 

removes the need of miners 1 from the network. Instead, all net- 

work participants are equally responsible for the network consen- 

sus. Each time they make a transaction, they validate two previ- 

ous transactions [2] . This simple yet scalable approach increases 

the confirmation rates on the network as the number of network 

contributors grows which will yield more approved transactions. 

The ultimate vision of IOTA is to enable the machine economy 

for smart devices. The number of smart connected devices around 

the globe will drastically increase to 75.44 billion by 2025 [4] and 

the distributed integrity layer of the tangle can replace centralized 

cloud storages for the data these devices will produce. However, 

with the versatile nature of the tangle, value can also be exchanged 

1 Special participants responsible for validating and approving transactions. 
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on top of it and digital money can be securely tracked in a tamper- 

proof way. IOTA tokens are stored at addresses which are cryp- 

tographic public identities generated from a random seed 2 of 81 

trytes. 3 Transactions 4 associated with these public identities stay 

anonymous as long as addresses cannot be linked to their holders. 

However recent works [5–7] have demonstrated how transac- 

tions graph analysis can link transactions and addresses on a pub- 

lic ledger and since the IOTA ledger is transparent and has a sim- 

ilar transaction scheme like Bitcoin’s Unspent Transaction Output 

(UTXO) [8,9] , taint and transaction analysis can disclose private in- 

formation such as transaction history and total balance. [10] . In 

the Bitcoin whitepaper [1] , Satoshi Nakamoto recommended us- 

ing a new pair of addresses for every transaction, strictly for the 

purpose of maintaining on-ledger privacy. But even if a user, (say 

Alice), transfers funds to a fresh unlinkable address, it would still 

link the new address back to his/her identity. Mixing services al- 

low a way to transfer funds to a fresh address in an unlinkable 

manner. If Alice sends her funds to a mixing service, then the ser- 

vice will in return transfer funds of some randomly chosen user to 

Alice’s desired fresh address. An external observer, (say Bob), can- 

not distinguish a mixing transaction from a normal transaction on 

the ledger. Alice, participating in the mix can plausibly deny her 

participation in the mix, hence adding a desirable property for pri- 

vacy. As of today, there is only one mixing service [11] for the IOTA 

ledger and is only supported for the devnet aka testnet. 5 

However, there are two fundamental issues with centralized 

mixers. First, the consumers of the mixing service need to trust 

the service providers not to steal their funds. Second, the mixing 

service providers can keep track how the funds were mixed in the 

first place and hence can be forced or incentivized to reveal this 

information. These issues have led to propositions and implemen- 

tations of new decentralized techniques [12–17] that not only solve 

the issues with centralized mixing but also offer better security 

and anonymity. However, all of these decentralized mixing tech- 

niques are proposed and evaluated for the Bitcoin protocol and be- 

cause IOTA uses Winternitz One-Time Signatures (WOTS) [18,19] in- 

stead of Bitcoin’s Elliptic Curve Digital Signature Algorithm (ECDSA) 

[20,21] , none of the techniques can be directly incorporated into 

the IOTA protocol. The main reason for the inapplicability of ex- 

isting decentralized mixing techniques with the IOTA ledger is be- 

cause none of these techniques provide security guarantees against 

hash-based signatures. 

The remainder of the paper is structured as follows: We pro- 

vide an in-depth comparison of our proposed solution with pre- 

vious related works in Section 2 . Section 3 provides background 

information on the IOTA ledger (addresses, signature scheme, 

multi-signatures, transactions and IOTA mixing), anonymity and 

verifiable shuffling. Section 4 highlights the problem definition and 

design requirements for decentralized mixing. Section 5 describes 

our proposed solution and system design. In Section 6 , we analyze, 

evaluate and discuss the system properties of our proposed solu- 

tion. Section 7 outlines a detailed case study of smart devices run- 

ning our proposed solution for mixing and creating unlinkability in 

their transactions. Finally, Section 8 concludes the paper. 

2. Related work 

In this section, we discuss and analyze previously proposed pri- 

vacy enhancing protocols to improve transactions anonymity and 

2 Random 81 character string consisting of only A-Z and the number 9. 
3 A tryte consists of 3 trits 1 , 0 , 1 , so the maximum value is 3 3 = 27 . Supported 

tryte alphabets are [A Z, 9]. 
4 A transfer of tokens between addresses. 
5 A dedicated network mimicking the IOTA protocol by allowing transactions with 

fake tokens. 

highlight their differences compared to our proposed solution, as 

shown in Table 1 . We also highlight the main contributions of this 

research work. 

2.1. Related works 

Centralized mixing services [22–24] were initially developed for 

Bitcoin and also for IOTA [11] to improve anonymity by mixing to- 

kens. However, these services provide no guarantee that the tokens 

will ever return. Most of the mixing services have been based on 

a fee model and face issues of availability. Additionally, the owners 

of centralized mixing services can keep track of the knowledge of 

the linkage between input and outputs addresses and could reveal 

this information. However, the solution of centralized mixing ser- 

vices guarantees strong anonymity because the mixing transactions 

are indistinguishable on the ledger for outside observers. 

Merge Avoidance Mike Hearn, former Bitcoin core developer 

proposed a technique (called Merge Avoidance) for Bitcoin [25] to 

protect transaction privacy. Recently, the proposed approach was 

also discussed in the context of the IOTA ledger [10] . The inapplica- 

bility of merge avoidance is because of the overhead of transaction 

fees. While it can be adopted by IOTA (with no transaction fees), 

it does not improve the anonymity of the transactions themselves, 

rather it avoids privacy leaking situations for end users. Further- 

more, wallets adopting this approach could affect the availability 

of the funds for a user which clearly defeats the notion of instant 

payments. 

The CoinJoin [12] protocol was the first to propose group trans- 

actions. The proposal was a great step towards improving the dis- 

advantage and risk of a centralized mixer stealing funds during a 

mix. However, during the group transaction, the participants learn 

about the mapping of input to output addresses of each other. 

While it formed the basis of many privacy enhancing protocols for 

Bitcoin, it cannot be applied to the IOTA ledger because of IOTA’s 

use of hash-based signatures when participants can steal portions 

of private key to forge address signatures and can bail out of the 

group transaction. 

CoinShuffle [13] improves CoinJoin [12] by introducing a way to 

mix tokens that no participant learns about the mapping of input 

and output addresses of each other. The protocol utilizes decryp- 

tion mixnets for output address shuffling. The use of decryption 

mixnets protects each participant link of input to output address. 

This shuffling technique also forms the basis of the outputs shuf- 

fling of our proposed solution as discussed previously. However, 

CoinShuffle compatibility is only for ledgers such as Bitcoin that 

use ECDSA signatures for transactions and hence fails to be appli- 

cable to the IOTA protocol. Our proposed solution, addresses this 

issue. 

MixCoin [16] introduces a way to hold dishonest participants 

accountable during a mix. However, it still depends on a central- 

ized mixing service. While it adds anonymity to transactions and 

reaps the benefit of indistinguishable transactions for external ob- 

servers, it still faces drawbacks of mixing delays and significant 

mixing fees. Most importantly, the compatibility is only restricted 

to Bitcoin-like ledgers because of the signature scheme. 

CoinSwap [17] mitigates the risk of a centralized service steal- 

ing funds by employing a multi-signature contract with a payment 

service. This is still subject to the risk of funds being lost because 

the centralized service can refuse to sign the contract. This risk 

has been eliminated in the Bitcoin protocol by the use of Hashed 

Timelock Contracts [29] but due to the lack of possibility of smart 

contracts being deployed on the tangle directly, it becomes inap- 

plicable for the IOTA ledger. Furthermore, it still does not provide 

anonymity against participants (sender, receiver and the payment 

service). 
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Table 1 

Comparison of our proposed solution with related works considering the primitive design requirements. Anonymity level is computed for 1) mixing 

peers 2) c / n malicious peers and 3) outside observers. Time complexity is measured for m mixing peers with n inputs. 

Approach Security Anonymity level Fees Time complexity Comp. w/ IOTA 

Centralized Mixers [11,22–24] None 0 >> n >> n Mix fees –
√ 

CoinShuffle [13] Group transaction n n - c n TX fees O ( m 

∗n ) ✗ 

Merge Avoidance [25] None 0 >> n >> n TX fees –
√ 

CoinJoin [12] Group transaction 0 n - c n TX fees O ( n ) ✗ 

MixCoin [16] Accountability n n - c n Mix fees O ( n ∗log ( n )) 
√ 

CoinSwap [17] Hashed Timelocks n > n - c > n TX fees – ✗ 

Stealth Addresses [26] ECDH ∞ ∞ ∞ – O ( n 2 ) ✗ 

CoinParty [15] 67% honest peers n > n - c > n TX fees O ( m 

∗n ) ✗ 

ZeroCash [27,28] ZKPs ∞ ∞ ∞ TX fees O ( n 2 ) ✗ 

Our Approach Multi-signatures w/ group transaction n n - c > n None O ( n 2 ) 
√ 

The Stealth Addresses [26] approach removes the requirement to 

generate a fresh address to receive new payments. While it pro- 

vides strong anonymity guarantees on top of the ledger, it suf- 

fers several drawbacks. First, the recipient will be dependent on 

scanning the ledger for new transactions to be able to filter out 

his/her transaction because he/she cannot have any knowledge 

about the one-time used payment address in advance. Addition- 

ally, the use of stealth addresses is computationally expensive. 

Stealth addresses can also be identified due to the presence of an 

ephemeral key on a transaction. 

CoinParty [15] improves mixing through group transactions by 

employing threshold ECDSA signatures. CoinParty provides the dis- 

tinctive property of deniability to mixing participants. CoinParty 

cannot be applied to the IOTA ledger because of its compatibility 

to just ECDSA signature schemes, and it also suffers from the dis- 

advantages of mixing delays and security guarantees against 67% 

honest participants. 

ZeroCoin [28] is an extension to Bitcoin. Essentially it replaces 

Bitcoin’s public transaction history by Zero Knowledge Proofs 

(ZKPs). ZeroCoin was among the first approaches to create unlink- 

ability between transactions without inclusion of any third party. 

However, ZeroCoin is associated with high communication and 

computation overheads. It also requires a trial decryption of ev- 

ery cipher text after scanning the ledger and additional storage for 

the size of proofs (approximately 25 KB). Later, ZeroCash [27] was 

proposed to mitigate and reduce the storage and computation re- 

quirements for ZeroCoin. These protocols do enable a distributed 

layer where privacy and integrity can co-exist but they have clear 

disadvantages such as adaptability and compatibility because using 

these protocols require significant changes to existing blockchain 

operations. 

2.2. Our research contributions 

In contrast to related privacy preserving protocols, our pro- 

posed solution made several improvements. We summarize the 

main contributions of our proposed decentralized mixing protocol 

for the IOTA ledger as follows: 

• It leverages the multi-signature scheme to ensure a secure com- 

mitment between participants. The use of multi-signature ad- 

dresses protects against signature forgery and guarantees that 

even in the presence of malicious adversaries during mixing, 

no participant can reveal portions of his/her private key of the 

input address. 

• It provides a direct alternative to the deployed IOTA mixing ser- 

vice because with our proposed solution, the mixing operation 

can be executed in a fully decentralized fashion. Moreover, due 

to the decentralization of the protocol, it does not require any 

mixing fees from any participant. 

• It achieves the desired anonymity property of unlinkability be- 

cause no participant or outside observer would be able to 

transform a link between input and output addresses. 

• It does not require any change to the existing IOTA protocol. 

We evaluate a proof-of-concept implementation in a real-world 

scenario to demonstrate that, unlike other decentralized privacy 

enhancing solutions, it works well with the current IOTA proto- 

col. 

3. Background 

Next, we briefly cover relevant background on anonymity, IOTA 

ledger as well as IOTA mixing and verifiable shuffling as the foun- 

dation elements of our proposed decentralized mixing protocol. 

3.1. IOTA 

Addresses IOTA protocol implements a deterministic address 

generation process that starts with the seed . Every generated ad- 

dress has a corresponding key index, security and a private key . 

Since IOTA uses a ternary numeral system, the address length is 

81 trytes . IOTA address generation utilizes cryptographic sponge 

functions [30] . Fig. 1 describes how address generation works for 

IOTA. First subseed (seed + index) is hashed into a private key . The 

length of the private key is determined by the security . It should 

be noted that the process of private key generation is deterministic 

and hence it removes the need for storing private keys anywhere. 

After the private key is generated, it is hashed into 27 key frag- 

ments that are each hashed 26 times. In the last step, the hashed 

key fragments are hashed together to generate an address (public 

key). Due to IOTA’s choice of one-time signature scheme, spend- 

ing from an address multiple times drastically reduces the security 

of the funds at that address, hence making it more challenging to 

employ decentralized anonymity enhancing protocols in IOTA. 

Signature scheme IOTA uses Winternitz One-time signature 

scheme. WOTS produces significantly smaller signatures compared 

to other hash-based digital signature schemes. Since IOTA uses a 

ternary numeral system, there are slight modifications made to the 

original WOTS scheme. The security of WOTS depends on the hash- 

ing scheme used. Thus WOTS is unforgeable if the hash function H 

used is collision resilient. 

H : {−1 , 0 , 1 } ∗ → {−1 , 0 , 1 } n (1) 

The IOTA variant of WOTS initially generates a subseed . 

subseed = H(seed + keyindex ) (2) 

where seed ∈ { A − Z, 9 } and key index ∈ { 0 , 1 , . . . } . The private key 
pr i is computed by successively hashing subseed . The length of the 

private key depends on the security level s ∈ {1, 2, 3}. It will be 
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Fig. 1. Overview of the address generation process in IOTA. 

hashed 27( = w ) 6 times per security level, which results in a key 

length of s ∗ 27 ∗ 81 trytes, which is 2187, 4374, or 6561 trytes , 

respectively. Each 81 trytes hash generated is a key fragment . The 

private key pr i is then used to generate the address pk i by hashing 

each key fragment 26 times, and then hashing the results together 

into an 81 tryte address value. 

pk i = H 

3 w −1 (pr i ) (3) 

The final address pk i therefore depends on s , which means that 

the same subseed can generate 3 different addresses, one for each 

security level. For signature generation, a digest d = H(M) for a 

message M is computed. Then, we first take 27, 54, or 81 trytes 

of digest d depending on the security level s . This partial message 

hash is normalized such that the sum of all trytes equal to zero. 

The signature σ is computed by hashing private key d i times. 

σi = H 

d i (sk i ) (4) 

Multi-signatures Multi-signatures, in general is a digital signa- 

ture scheme that allows a group of users rather than a single user 

to sign a document. Essentially, what multi-signature enables (in 

cryptocurrencies space) is to restrict a group of people to formally 

agree on spending. Ideally, all co-signers need to sign the transac- 

tion from a multi-signature address, but certain variations in the 

multi-signature scheme (M-N) [31] allow ownership to a few par- 

ticipants to spend from a multi-signature address. In order to cre- 

ate a multi-signature address all participants need to share their 

digests publicly, which are then concatenated to make a long single 

digest [32] . Then the same process (as shown in Fig. 1 ) is followed 

to create a multi-signature address of 81 trytes . 

6 Winternitz parameter = 3, which determines the number of trits to be signed 

simultaneously. 

Transactions A transfer of IOTA tokens between a set of IOTA 

addresses constitutes a transaction. To issue a transaction, a user 

needs to specify one or more input addresses A 1 , . . . , A n with a 

positive value z and output (receiving) addresses O 1 , . . . , O n . There 

are also other information attributes embedded within an IOTA 

transaction [33] . IOTA also supports zero value transactions, which 

removes the need for specifying any input addresses. In order to 

spend from an input address during a transaction, a user needs to 

sign the transaction with the corresponding private key as a proof 

that the user owns the respective address. For a valid transaction 

to be stored and broadcasted on the IOTA ledger, it needs to val- 

idate the two previous valid transactions. The process of choosing 

two tips 7 involves doing a weighted random walk from the genesis 

towards the tips [34] . The validation requires doing proof of work 

[35] . Transactions that are part of the network become sites on the 

tangle graph. 

IOTA Mixing One of the earliest and ubiquitous techniques pro- 

posed for improving anonymity on distributed ledgers is central- 

ized mixing . The basic idea is: for users to remove the linkage be- 

tween their input and output addresses from an outside observer, 

they exchange tokens of equal value with some other users. The 

most basic form of mixing is done in the presence of a trusted 

third party. A user interested in mixing his/her coins, sends his/her 

funds to the service, then the mix returns an equal value token 

to the output address provided by the user. Many mixing services 

have been deployed for the Bitcoin network [22–24] and while 

these have been incorporated into the IOTA ledger [11] , they suf- 

fer from two major drawbacks: First, users have to trust a third 

party which in reality defeats the whole purpose of decentraliza- 

tion. Second, the mixing service can keep track of the input and 

output address mapping. 

3.2. Anonymity 

Anonymity is of paramount importance in distributed ledgers. 

Pfitzmann and Kohntopp define anonymity [36] as: 

“Anonymity is the state of being not identifiable within a set of 

subjects, the anonymity set ”. 

To expand on the formal definition, a subject (initiator) is iden- 

tifiable if an observer or any other subject is able to get informa- 

tion that can be linked to the initiator. Anonymity is certainly mea- 

surable and the use of entropy [37] lead to the foundation of for- 

mal measurement of anonymity [38,39] . The degree of anonymity 

considers the probability associated with each entity. Using the for- 

mal definition from [38] : 

d = 

H(X ) 

H M 

(5) 

H(X ) := 

N ∑ 

i =1 

[
p i .lg 

(
1 

p i 

)]
(6) 

H M 

:= H(X ) ← lg(N) (7) 

H ( X ) is the entropy of the network, N is the number of nodes 

(entities) active in the network, and p i is the probability associ- 

ated with the node i. H M 

is the maximal entropy of the network 

and it occurs when there is uniform probability associated with 

each node 

(
1 
N 

)
. The definition of the degree of anonymity shows 

that over the time an adversary can assign probabilities to each 

initiator as the original initiator of a message, based on the infor- 

mation leaking attributes of the system. A recent ledger analysis 

7 Valid transactions on the tangle. 
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[7] has shown that even through incomplete transaction informa- 

tion, anonymity of the users can be affected. 

3.3. Verifiable shuffling 

A shuffle is essentially a permutation and re-randomization of 

a set of cipher texts. Formally a verifiable shuffle of a set of ci- 

pher texts { c 1 , . . . , c n } is a new set of cipher texts { C 1 , . . . , C n } keeping 

the same plain texts in permuted order. The main application of 

shuffling is construction of mix-nets, a cryptographic system intro- 

duced by Chaum [40] for providing anonymity and unlinkability in 

communication. In the context of distributed ledgers, especially de- 

centralized mixing techniques, verifiable shuffling techniques have 

been used [13,14] for shuffling the output addresses in an oblivi- 

ous manner. This overcomes the drawback of a trusted third party 

being able to learn about the mapping of input and output ad- 

dresses during a mix. Considering the security properties of a shuf- 

fle namely, verifiability, unlinkability and robustness [41] , verifiable 

shuffling becomes a suitable candidate for improving anonymity 

and financial privacy in distributed ledgers. 

3.4. Adversary model 

Maximum efficiency cannot be achieved if an adversary is con- 

stantly hindering the communication between the participants. 

Constant disruption can lead to an inefficient execution of the pro- 

tocol. Additionally, the lack of co-operation of any participant can 

make him/her a passive adversary . For anonymity and correctness , 

we assume external observers and malicious peers as passive ad- 

versaries because they can analyze the protocol to gain additional 

private information. 

Our protocol does not depend on any trust assumptions from 

any peer. However, to achieve anonymity the protocol demands at 

least two honest participants for the mixing operation. Otherwise, 

oblivious mixing becomes impossible as the peers can easily learn 

about the mapping of input and output addresses. 

4. Problem definition 

Motivated by the recent work [10,11] on improving anonymity 

in IOTA transactions, we investigate how a set of entities can mix 

their IOTA tokens to maintain their financial privacy on the ledger 

without needing any trusted party. It is also worth pointing out 

that the use of WOT signature scheme for signing transactions in 

the IOTA protocol which is provably quantum-resilient, but once 

signed, it significantly reduces the security of the address because 

it exposes portions of the private key associated with the address. 

Formally, a group of n peers with z number of IOTA tokens 

at public addresses A 1 , . . . , A n with corresponding private address 

keys A 
′ 
1 
, . . . , A 

′ 
n want to mix the amount to destination addresses 

B 1 , . . . , B n in a way that (1) each peer securely and successfully re- 

ceives z IOTA tokens on the corresponding output address, (2) ex- 

cept for the original input peer, no other peer learns about the cor- 

rect mapping of input and output addresses and (3) no information 

about the corresponding private keys is revealed even in the pres- 

ence of malicious peers. Fundamentally, for each peer i participat- 

ing in the protocol signs off a transaction A i 
z −→ O a (i ) where a is a 

verifiable and secret shuffle over {1, . . . , n }. Such a service should 

essentially have the following design goals: 

• Anonymity. The mixing must be anonymous i.e. a malicious 

peer or an outside observer must not be able to create a link 

between A i and O i . 

• Correctness. Any malicious participant should not be able to 

steal other participants’ funds. No malicious participant should 

be able to steal the private key or portions of private keys from 

other participants in the protocol. Essentially, no malicious par- 

ticipant should be able to practically forge signatures of any 

other participant. 

• Compatibility. The protocol should be fully compatible with 

the existing IOTA protocol and should not produce any invalid 

transactions. 

• No mixing fees. The mixing operation should not introduce any 

additional fees. 

• Efficiency. The protocol should scale to any number of partici- 

pants and should not increase delays when the number of par- 

ticipants grows. In addition, it should not cause any additional 

overheads on the IOTA network. 

Considering the existing solutions for improving transactions 

privacy on distributed ledgers, the initial solutions we identified 

were centralized mixers [22–24] . A similar centralized service is also 

developed specifically for the IOTA ledger [11] . These centralized 

techniques do not guarantee security against a malicious service. 

Apart from availability issues with these services, the mixing ser- 

vice can still keep track of the links between permuted addresses. 

Several improvements [12,16,17,25] have been proposed to address 

the issues associated with centralized mixes, but mixing entities 

still need to depend on a trusted party for the mix. Recently, de- 

centralized mixing techniques [13–15] have been proposed. How- 

ever, their applicability is restricted to only Bitcoin like distributed 

ledgers that use Elliptic Curve Digital Signature (ECDSA) . Some other 

techniques [26–28] with strong anonymity and security guarantees 

have also emerged, but they are incompatible with the IOTA ledger 

because they require significant changes to the core IOTA proto- 

col. Thus, secure and anonymous mixing of IOTA tokens remains a 

challenge. In the following section, we propose a novel solution for 

IOTA mixing that utilizes the advantages of verifiable shuffling and 

multi-signatures to fulfill the stated requirements. 

5. Protocol design 

In this section, we describe our proposed solution. Our pro- 

tocol takes a decentralized approach at IOTA mixing by remov- 

ing the need for a centralized mixing service. The protocol takes 

into account the use of WOT signature scheme in IOTA protocol 

and ensures that during the mix no mixing peer 8 ends up losing 

their funds by revealing significant portions of their private key to 

malicious participants in the protocol. The protocol also ensures 

anonymity in a way that no malicious participant or an outside 

observer is able to make a link between any input and output ad- 

dress. Fig. 3 presents an overview of the protocol with three mix- 

ing peers. The protocol can be split into three stages, (1) settlement 

(Section A ), (2) outputs shuffling (Section B ) and (3) transaction 

(Section C ). For cases where an adversary or several adversaries try 

to deviate from the protocol, there is an additional fall back phase. 

We describe the protocol design in depth in the following section. 

The analysis and in depth discussion of security, anonymity and 

other system properties are presented in section VI. 

5.1. Settlement 

The aim of settlement phase is to take a pledge from the mix- 

ing participants i ∈ { 1 , . . . , n } for the required funds. The settle- 
ment involves creating n ∗ M i multi-signature addresses among 

participants and then transferring mixing funds to the newly cre- 

ated addresses. Ideally, a single multi-signature address M should 

be sufficient for the settlement phase, but generating a single ad- 

dress for n participants offers a weak security guarantee in a way 

8 Participant of the protocol. Section VII describes a detailed case study of three 

smart devices acting as a mixing peer. 
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Fig. 2. Overview of the settlement phase with three participants. Generates three 

multi-signature addresses and assigns 1-N ownership of the address to each partic- 

ipant. 

that there is no counter-measure for any participant who bails out 

from the settlement phase when all participants transfer mixing 

funds to the multi-signature address. This can lead to the possi- 

bility of locked funds because such funds cannot be further spent 

from M due to the missing signatures of the participant who bailed 

out. 9 Fig. 2 presents an overview of the settlement phase. Using 

the 1-N digital multi-signature scheme, we show how n partici- 

pants generate n ∗ M i multi-signature addresses and how owner- 

ship for spending z tokens will be distributed among the partici- 

pants in a secure way: 

(S1) Each participant i ∈ { 1 , . . . , n} determines key indexes 

k 1 , k 2 . . . k n | k i , . . . , k n ∈ { 0 , 1 , 2 . . . } and security lev- 

els s 1 , s 2 . . . s n | s i , . . . , s n ∈ { 1 , 2 , 3 } to generate digests 

d 1 , d 2 . . . d n and private keys pr 1 , pr 2 . . . pr n using a crypto- 

graphic sponge function. 

(S2) Each participant shares the corresponding digests 

d 1 , d 2 . . . d n to generate M 1 , M 2 . . . M n multi-signature ad- 

dresses. 

Addresses-Digests mapping 

⎧ ⎪ ⎨ 

⎪ ⎩ 

M 1 → D i ( 1 ) , . , D n ( 1 ) 

M 2 → D i ( 2 ) , . , D n ( 2 ) 

. . . 

M n → D i ( n ) , . , D n ( n ) 

⎫ ⎪ ⎬ 

⎪ ⎭ 

(S3) For each generated multi-signature address, every (n −
i ) participants shares their corresponding private keys 

pr 1 , pr 2 . . . pr n to make a 1-N mapping for address owner- 

ship. 

(S4) Every participant makes a transaction T i to the correspond- 

ing multi-signature address M i on which they have complete 

ownership. 

Mixing participants validate the multi-signature address by 

publicly sharing digests. If the address validation fails, then it leads 

to the possibility of a malicious participant being present. In this 

case, the protocol aborts and all participants are notified. 

9 Multi-signature addresses require signatures from all co-signers, hence in the 

absence of a missing participant the funds would be locked. 

5.2. Outputs shuffling 

The aim of outputs shuffling is to obliviously randomize the set 

of output addresses declared by the participants so that no partici- 

pant learns about the mapping of input addresses A _ 1 , A 2 , . . . , A n to 

output addresses O 1 , O 2 , . . . , O n . Verifiable Shuffling is a well-known 

problem in anonymous communications and one of the promising 

solutions to this problem is proposed in [42–44] . These techniques 

have inspired mixing techniques for Bitcoin [13,14] . This step in our 

protocol is based on the results described in [13] and the various 

steps of our shuffling technique are as follows: 

(O1) Each participant creates an unused 10 IOTA address 

O 1 , O 2 , . . . , O n . These output addresses are generated so 

that they can be used in the mixing transaction. 

(O2) Each participant creates a fresh transient encryption decryp- 

tion key pair ( Ek i , Dk i ) and announces the relevant public 

encryption key. 

(O3) Once every participant learns the encryption keys of each 

other, the first participant creates a layered encryption of 

his/her output address i.e., sequentially encrypts his/her out- 

put address with encryption keys of all participants. The first 

participant passes the cipher text to the next participant. 

(O4) Each subsequent participant i up to the last one decrypts 

the outermost layer of encryption for all cipher texts with 

his/her corresponding decryption Dk i . Each participant ex- 

pects to receive a list of cipher texts with i − 1 size. 

(O5) After decrypting one layer of encryption for all cipher texts, 

each participant i randomly shuffles the cipher texts he/she 

receives and then creates a nested encryption for his/her 

output address O i . 

(O6) The last participant decrypts all the cipher texts and then 

shuffles the final decrypted list with his/her own corre- 

sponding output address. Finally, the last participant shares 

the final list of output addresses with all the participants. 

Fig. 3 includes an overview of a successful run of the outputs 

shuffling phase with three honest participants. Following the step 

(O1), the participants Alice, Bob and Dave generate a fresh out- 

put address O 1 , O 2 and O 3 respectively. In the next step (O2), 

each participant (except for Alice) creates a fresh encryption de- 

cryption key pair. Bob and Dave announce their encryption keys 

Ek B and Ek D respectively. Following the step (O3), Alice encrypts 

her output address O 1 in a sequential manner i.e., Alice first en- 

crypts for Dave obtaining c 1 = E (Ek D , O 1 ) and then for Bob obtain- 

ing c 2 = E (Ek B , c 1 ) . Alice then adds c 2 to a list L = (c 2 ) and passes 

L to Bob. Following the steps (O5) and (O6), Bob after receiving L 

from Alice, decrypts the outermost layer of the cipher text c 2 in list 

L , obtaining c 1 . Bob also creates a new cipher text c 3 = E (Ek D , O 2 ) 

for his output address O 2 and adds it to L . Bob then shuffles the 

list L = (c 1 , c 3 ) and passes L to Dave. Following the step (O6), Dave 

after receiving the list L from Bob, decrypts the outermost layer for 

both cipher texts c 1 and c 3 in L and obtains O 1 and O 2 . Dave adds 

his address O 3 to the decrypted list, performs a shuffle over the 

final list and announces the final list after performing a shuffle. 

Upon receiving the decrypted list, every participant verifies if 

his/her output address is in the list. If there is a duplication of out- 

put addresses or if there is any output address that is missing from 

the list, the protocol breaks and the participants enter the fall back 

phase. Additionally, if the decryption fails or multiple decryptions 

lead to the same output, the corresponding participant aborts the 

protocol, announces this anomaly to every participant and all the 

participants enter the fall back phase. 

10 An address with no transactions and zero balance. 
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Fig. 3. Overview of the protocol with three honest participants. 

5.3. Transaction 

The aim of the transaction phase is to construct the final trans- 

action bundle after the mix and broadcast the transaction to the 

network. Essentially, this means that the funds from each partici- 

pant’s input address A 1 , A 2 , . . . , A n will be transferred to the corre- 

sponding output address O 1 , O 2 , . . . , O n . Since the input addresses 

are actually multi-signature addresses, this means a single signa- 

ture of any participant would be insufficient for the transaction 

signing and hence the signature of all participants on each trans- 

action is required. 

(T1) Every participant deterministically creates a (not yet signed) 

mixing transaction that spends IOTA tokens from each 

of the input addresses in L in = (A 1 , A 2 , . . . , A n ) to L out = 

(O 1 , O 2 , . . . , O n ) . 

(T2) Participant i signs the transaction according to the specifica- 

tion of the IOTA protocol and broadcasts the signature. 

(T3) Upon receiving a valid signature from each participant j , 

participant i adds all signatures to the bundle. Participant 

i checks if any of the other participants has spent his/her 

money reserved for mixing in the meantime. If this is the 

case, participant i aborts the protocol and enters the fall 

back phase. 

(T4) Participant i gets two transactions to approve from the net- 

work, performs proof of work, and then generates the cor- 

rect transaction hash and broadcast the bundle to the IOTA 

network. 

5.4. Fall back 

When an error or diversion from the normal operation of the 

protocol is detected, the fall back phase is entered. During the 

settlement phase, if any participant bails out and does not trans- 

fer the required funds to the newly created multi-signature ad- 

dress, then the operation of the protocol depends on the num- 

ber of participants who transferred their funds to their respective 

multi-signature addresses that they own. If there is only one par- 

ticipant who transferred his/her funds, the normal operation of the 

protocol cannot be carried out and hence the participant will have 

to transfer the funds back to one of his/her new output addresses. 

If the IOTA network reports that the value of the coins at an in- 

put address is below v , or that the tokens at an input address A 

have already been spent, participant i broadcasts the transaction 

that sent the insufficient coins to the input address or the transac- 

tion that spent the coins. It is slightly more difficult to hold mixing 

peers accountable for malicious behavior during the outputs shuf- 

fling phase. However, as this has already been previously described 

in [13] , in this work, we only present the basic idea. The output 

addresses do not need to be kept secret if an error occurs. If the 

mixing errors out, the honest mixing peers reinitialize the proto- 

col by leaving out the malicious peers. The randomness used for 

the construction of layered encryption allow honest participants to 

trace down the malicious participants. Honest participants can se- 

quentially reconstruct the intermediate shuffling and since all the 

messages (i.e., output addresses) are signed by participants, mali- 

cious adversaries can thus be held accountable for deviating from 

the protocol. It is worth noting that, as a consequence, the proto- 

col needs to be rerun with new (unused) output addresses which 

is an acceptable good practice even for correct protocol executions. 

6. Analysis of system properties 

In this section we demonstrate that our proposed solution for 

decentralized mixing in IOTA ledger satisfies the design require- 

ments we have presented in section IV. We explain how our solu- 

tion increases the anonymity in section A . Section B provides an 

in-depth evaluation of how mixing correctness will be achieved 

even in the presence of malicious participants. Sections C, D, E 
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briefly discuss compatibility, cost efficiency and performance of our 

proposed solution. 

6.1. Anonymity 

The anonymity property in our case implies 1) the unlinkability 

between input and output addresses of the mixing participants and 

2) the anonymity level achieved by each mixing participant. We 

first explain how our proposed solution achieves unlinkability and 

then analyze the level of anonymity it guarantees to the mixing 

participants. 

An IOTA mixing protocol achieves unlinkability (after a mixing 

operation) if an output address O i that belongs to a participant i 

is indistinguishable from his/her input address I i . To analyze the 

unlinkability property with our proposed solution, we omit the 

case where the normal operation of the protocol is disrupted and 

mixing participants enter the fall back phase. If participants en- 

ter the fall back phase, the output addresses of the mixing par- 

ticipants are discarded and the protocol is rerun with new output 

addresses. Unlinkability only becomes relevant if the mixing par- 

ticipants have entered the outputs shuffling phase because entering 

this phase require mixing the output addresses among the partic- 

ipants, hence successful or unsuccessful run of the settlement or 

transaction phase does not add anything to the unlinkability prop- 

erty. Our scheme for shuffling is inspired from [13,43] and thus we 

only provide a brief overview here. Due to the layered encryption 

of all participants, participant i receives a list L i −1 of i − 1 cipher 

texts. These cipher texts do not reveal any link between the par- 

ticipant and output addresses because no participant knows about 

the corresponding private key D k i and thus cannot conclude which 

output address is present in which layered cipher text. 

Based on observations of the outputs shuffling run, a malicious 

participant can try to guess mapping between input and output 

addresses of other participants. The larger the set of addresses 

an attacker has to guess from, the higher the level of anonymity 

it provides to every participant because a larger set of addresses 

leads to a smaller probability of a correct guess. After a successful 

run of outputs shuffling phase, all mixing participants learn which 

output addresses are involved in the mixing, as they have to sign 

the transaction bundle before broadcasting it to the IOTA network. 

However, since shuffling guarantees unlinkability (as explained pre- 

viously), the anonymity level against mixing participants is equal 

to the total number of mixing participants n . 

6.2. Correctness 

To prove the correctness of our proposed solution in the pres- 

ence of malicious participants, we discuss each phase (i.e., settle- 

ment, outputs shuffling, and transaction). We provide a proof that 

a successful or an unsuccessful run of the protocol does not lead to 

loss of any participant funds. We also provide a proof that no ma- 

licious participant is able to steal portions of private key (signature 

forgery) from any other honest participant in the protocol. 

In the settlement phase, after generating n number of multi- 

signature addresses where n is the number of mixing participants, 

the mixing participants transfer the required mixing funds to the 

multi-signature address M i they own. 11 The correctness of our pro- 

posed solution in this phase depends on the correctness of the 

transaction A i 
z −→ M i . The correctness here is independent of our 

proposed solution and is ensured by the IOTA network. We note 

that the settlement phase ideally may only require a single multi- 

signature address M but since there are no countermeasures for 

11 N-N and M-N ownership schemes are allowed in multisignatures. N-N require 

signatures from all participants while M-N requires sharing private keys in a way 

that signatures of M cosigners are sufficient. 

malicious adversaries bailing out of the protocol, the participants 

need to generate n addresses. Each participant i gets a 1-N own- 

ership over each multi-signature address M i . A refusal to settling 

funds on corresponding multi-signature addresses or a refusal to 

provide address digests during multi-signature address generation 

does not affect the execution of the protocol in any way because 

the other participants can carry on mixing even in the absence of 

that particular participant. Hence availability 12 property on funds 

is preserved, making sure no funds of any participant are locked 

for spending even in the presence of malicious participants. 

In the outputs shuffling phase, a malicious participant could sub- 

stitute the encrypted output address with his/her own output ad- 

dress by encrypting it with the public keys of the remaining mix- 

ing participants. However, this malicious substitution is detected 

at the end of the outputs shuffling phase when the last mixing 

participant removes the last layer of encryption from the output 

addresses and announces the decrypted shuffled output addresses. 

The malicious substitution is detected by the affected participants 

as their output addresses are not in the decrypted shuffled list and 

all participants enter the fall back phase. 

In the transaction phase, after steps (T1) and (T2) are performed 

a malicious participant could try to brute force the corresponding 

private key of the input address of any other participant and could 

refuse to sign the transaction. In this case, the protocol enters the 

fall back phase but at this point, the malicious adversary has now 

50% of the private key. In this case, it is unfeasible for an adver- 

sary to bruteforce the private key as it requires around 2 256 tries 

to forge the signature but it becomes easier for an adversary to 

forge as he/she could get more fractions of the private key when 

the other honest participants transfer their funds back to their new 

output addresses. The average number of attackers tries to be able 

to forge the signature is approximately ( t+1 
t ) s ∗27 where t is the 

number of outgoing transactions and s is the security level of the 

private key. The private key length for any address is s ∗6561 trits 
and non-multi-signature addresses have a limit of 3 on security 

levels. However, in the multi-signature scenario the security level 

that is used to generate the private key is the sum of all security 

levels 
∑ n 

s = i provided by the participants. Even if the normal opera- 

tions of our protocol are disrupted, we would ensure that t ≤2 and 

hence even in the case where a malicious participant breaks the 

protocol by learning the signature of other participants, signature 

forgery is unfeasible. 

At any point after a successful run of settlement phase, a mali- 

cious adversary with input address I can make a transaction I 
z −→ O, 

transferring all the funds to a new address. This anomaly is de- 

tected before broadcast, where the participant that is about to 

broadcast the final transaction bundle checks the latest balances 

on all the input addresses of the transaction bundle. If any input 

address is no longer funded, the broadcast of the final transaction 

is canceled and the participants enter the fall back phase. 

6.3. Compatibility 

A decentralized mixing protocol for the IOTA ledger ensures 

compatibility if it requires no changes or patches to the original 

IOTA protocol. Standard IOTA transactions are not multi-signature 

transactions and most of the users use a security level 2 for 

generating addresses. 13 While multi-signature addresses do bring 

an overhead of maintaining multiple keys, the compatibility boils 

down to the semantics of the generated multi-signature addresses 

and transactions broadcasted to the network. Our proposed so- 

lution thus require no changes to the IOTA protocol because 1) 

12 Availability of funds from an input address during the time a transaction re- 

mains unconfirmed. 
13 IOTA’s official Trinity wallet uses security level 2 for all transactions. 
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Fig. 4. Performance of Multi-signature vs Normal address generation. 

multi-signature addresses are exactly like normal IOTA addresses 

and their size is 81 trytes and 2) the final transaction made af- 

ter a successful run of our proposed solution does not differ se- 

mantically from normal IOTA transactions. This also adds a unique 

deniability property to our proposed solution because an external 

observer cannot distinguish a normal transaction from a mix trans- 

action. 

6.4. Fees 

Since IOTA transactions are completely feeless, there are essen- 

tially only one type of fees that can be charged for mixing i.e., fees 

charged by centralized mixing services. Our proposed solution is 

cost efficient because any number of peers n can collaborate with 

other interested peers in making private transactions without in- 

volving any third party and hence avoid paying any additional fees. 

6.5. Performance evaluation 

In this section, we show that our proposed solution fulfills the 

efficiency requirement we have presented in section IV. We show 

that our proposed solution scales to a large number of mixing par- 

ticipants and does not add any prohibitive overhead to the mixing, 

the users or the IOTA network. We have implemented a proof-of- 

concept implementation of our proposed solution. In particular, we 

have implemented settlement and transaction phases of the proto- 

col and have measured performance of each phase without disrup- 

tion. 

The implementation is based on Node version 8.11.1. We have 

tested our implementation on a local network setup with con- 

trolled network constraints. Functionality related to IOTA ad- 

dresses, transactions and multi-signatures has been implemented 

using iota.lib.js [45] , the official JavaScript library of IOTA ledger. 

Our evaluation has been carried out on a Mac system with 8GB 

2133 MHz LPDDR3 RAM and 2.3 GHz Intel Core i5 processor. 

Our proposed multi-signature scheme increases the size of the 

computed private key, hence we have benchmarked the generation 

time for different sets of addresses with size n = 10 , 20 , . . . , 200 

and security level s = N ∗ 2 where N is the number of co-signers 

for each address. Fig. 4 presents a comparison of address gener- 

ation time for N = 1 (single co-signer) and N = 3 (multiple co- 

signers). The generation time increases linearly with n for both 

mappings N = 1 and N = 3 . For each set S of addresses with size 

Fig. 5. Address generation for n = 5 , 10 , . . . , 50 multi-signature addresses with 1 −
n mapping (ownership). 

Fig. 6. Signing time for n = 5 , 10 , . . . , 50 input addresses for m = n participants. 

n , the address generation time with N = 3 is always greater than 

the address generation time with N = 1 because of the increased 

size of computed private keys. 

In the settlement phase, our proposed scheme requires gen- 

erating n multi-signature addresses and forming a 1 − N multi- 

signature mapping for each generated address, hence we evaluated 

the performance of generating n = 5 , 10 , . . . , 50 multi-signature ad- 

dresses and assigning each participant i an ownership on each 

address. Fig. 5 shows the overall execution time for generating 

n addresses with 1 − N ownership mapping of each address M i . 

Our performance evaluation uses a security parameter s = 3 in this 

scenario. The execution time increases approximately quadratically 

because for each address M i , each participant i will attain own- 

ership over n − 1 participants and most importantly because the 

length of the corresponding private keys will depend on the accu- 

mulated security of all participants n ∗3. 
In the transaction phase, our proposed scheme requires all par- 

ticipants to sign the input addresses M 1 , M 2 , . . . , M n . Fig. 6 displays 

the overall execution time for signing the final bundle for group 

transaction (after a successful mix). Our employed 1 − N scheme 
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provides a great advantage at this step because each participant 

i can directly sign the input address M i because he/she holds the 

private keys of other n − 1 participants. To summarize, our experi- 

mental results depict the feasibility of our proposed solution even 

with a large number of participants and that it also fulfills the per- 

formance requirements. 

7. CASE STUDY: IOTA smart air quality monitoring 

Consider a smart air monitoring solution, designed to evalu- 

ate, visualize and function of the outdoor air quality enabled by 

tracking of environmental air pollutants. Consider a large number 

of these smart devices 14 are deployed for collecting climatic data 

using Tangle as a data integrity layer where all these information 

pieces are exchanged. With IOTA’s data marketplace, different air 

quality improving companies can subscribe to the live stream of 

different devices in exchange for IOTA tokens. However, access to 

this data in exchange for iota tokens opens up privacy concerns 

because any subscriber can traverse the transaction history of the 

device. Moreover, a subscriber can actively monitor the device’s 

transactions with other subscribers. These issues are undesirable 

for the firm owning these devices because it opens up the possi- 

bility for competitors to get private financial information. 

Consider a smart air monitoring device D 1 that has IOTA tokens 

z at an address A 1 and wants to add anonymity to its transactional 

activity. With some bootstrapping mechanism, device D 1 discov- 

ers a smart vehicle charging station D 2 and a vending machine 

D 3 (both using IOTA for receiving payments) for the sheer pur- 

pose of performing a decentralized mix. Considering three devices 

n , Algorithm 1 requires n = 3 key indexes k 1 , k 2 , k 3 | k ∈ { 0 , 1 , 2 . . . } 

Algorithm 1 Settlement. 

1: procedure Settlement ( (seed s, ind exes, security ) ) � 

Generate n multi-signature addresses, get 1-N ownership and 

transfer funds 

2: size ← size of list 

3: n ← size (participants ) 

4: i ← 0 

5: while i < n do � We will have n multi-signature address 

when i = (n − 1) 

6: for j = 0 , j + + , while j < n do 

7: s ← n j (seed) 

8: idx ← n j (indexes i ) 

9: sl ← n j (security i ) 

10: iota.multisig.getDigest(s, idx, sl) 

11: if i 
 = j then 

12: iota.multisig.getKey (s, idx, sl) 

13: for each d in digests do 

14: ad d ress.absorb(d) 

15: ad d ress. f inalize () 

16: if iota.mul tisig. v al id ateAd d ress (M i , d igests then 

17: M i ← ad d ress 

18: i + + 

19: for each i in n do 

20: ad d ress ← Mi 

21: v alue ← v � v > 0 

22: depth ← d � d ∈ { 0 , . . . , 15 } 
23: mwm ← m � m ≥ 14 

24: iota.api.sendT rans fer() 

and security levels s 1 , s 2 , s 3 | s ∈ { 1 , 2 . . . } from each device. Using 

14 Bosch deployed micro-climate monitoring system Climo in Las Vegas. However, 

these devices do not yet use a distributed integrity layer for data storage. 

Algorithm 1 , each device generates n digests dig 1 , dig 2 , dig 3 and 

the corresponding private keys pk 1 , pk 2 , pk 3 . Algorithm 1 gener- 

ates a multi-signature address M for each digest dig generated by 

device. ⎧ ⎪ ⎨ 

⎪ ⎩ 

Multi-signature address mapping 
M 1 → d ig 1( D 1 ) 

, d ig 1( D 2 ) 
, d ig 1( D 3 ) 

M 2 → d ig 2( D 1 ) 
, d ig 2( D 2 ) 

, d ig 2( D 3 ) 
M 3 → d ig 3( D 1 ) 

, d ig 3( D 2 ) 
, d ig 3( D 3 ) 

⎫ ⎪ ⎬ 

⎪ ⎭ 

Each device needs to attain a 1-N ownership of a multi- 

signature address. Using Algorithm 1 , each device would have the 

following mapping creating a 1-N scheme for each multi-signature 

address. ⎧ ⎪ ⎨ 

⎪ ⎩ 

1-N multi-signature scheme 
D 1 → M 1 → pk 1( D 2 ) 

, pk 1( D 3 ) 
D 2 → M 2 → pk 2( D 1 ) 

, pk 2( D 3 ) 
D 3 → M 3 → pk 3( D 1 ) 

, pk 3( D 2 ) 

⎫ ⎪ ⎬ 

⎪ ⎭ 

Algorithm 1 (L:16) validates M i , . . . , M n | i ∈ { 1 , . . . , n } . Each de- 
vice D i makes a transaction A i 

z −→ M i . Taking advantage of the 

feeless architecture of the IOTA protocol, the exact number of 

tokens will be transferred to the corresponding address M i . 

Algorithm 2 requires each device D i to create a fresh output ad- 

dress O i and also a key pair of a public key encryption scheme, 

consisting of a public encryption key ek i and a private decryption 

key dk i . Using Algorithm 2 , D 1 encrypts O 1 with ek 3 obtaining l 1 
and again encrypts l 1 with ek 2 obtaining l 2 . D 1 now passes l 2 to 

D 2 which first decrypts l 2 with dk 2 obtaining l 1 . D 2 also encrypts 

O 2 with ek 3 . Now D 2 has a list of two cipher texts ( l 1 , l 2 ). D 2 shuf- 

fles the list and passes it to D 3 . When D 3 obtains the list ( l 1 , l 2 ), 

it decrypts both l 1 and l 2 to obtain O 1 and O 2 respectively. It also 

adds O 3 to the list and after performing a random shuffle over the 

final list announces the list with D 1 and D 2 . The mapping in the 

final list after a random shuffle of all devices could look like the 

following: 

Output mapping after random shuffle 

{ 

D 1 → M 1 → O 

′ 
2 

D 2 → M 2 → O 

′ 
3 

D 3 → M 3 → O 

′ 
1 

} 

Algorithm 2 Outputs Shuffling. 

1: procedure Shuffle ( ek 2 , ek 3 ) � Shuffling for n = 3 participants 

2: P1 : 

3: l 1 ← E nc(O 1 , E k 3 ) 

4: l 2 ← E nc(l 1 , E k 2 ) 

5: goto P2 . 

6: P2 : 

7: C ← E nc(E k 2 , E nc(E k 3 , O 1 )) 

8: D ← E nc(E k 3 , O 1 ) � Removes one layer of encryption 

Dk 2 (Enc(Ek 2 , Enc(Ek 3 , O 1 ))) 

9: l 1 ← E nc(O 2 , E k 3 ) 

10: l 2 ← D 

11: a (l 1 , l 2 ) � where a is a random permutation over list of 

ciphers l 1 and l 2 
12: goto P3 . 

13: P3 : 

14: O 1 ← Dk 3 (Enc(Ek 3 , O 1 )) 

15: O 2 ← Dk 3 (Enc(Ek 3 , O 2 )) 

16: v eri f y (a (O 2 , O 1 , O 3 )) . 

After verification of each output address O 

′ 
i 

in the final 

decrypted list, Algorithm 3 makes the final transaction M i 
z −→ 

O 

′ 
i 
. Algorithm 3 constructs the final bundle by requiring sig- 

natures from each device. D 1 possessing ( pk 1( D 2 
) , pk 1( D 3 

) ) adds 
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Algorithm 3 Final Transaction Construction. 

1: procedure Transaction ( input s, out put s ) � Construction of final 

transaction to be broadcasted to the Tangle 

2: n ← size (participants ) 

3: O ← O 1 , . . . , O n 

4: M ← M 1 , . . . , M n � List of all multi-signature addresses as 

inputs 

5: for each ad d ress in O do 

6: v alue ← v � v > 0 

7: trans fers.ad d ( ad d ress, v alue ) 
8: for each ad d ress in M do 

9: b ← v � v > 0 

10: securitySum ← s 

11: inputs.ad d ( ad d ress, balance, securitySum ) 

12: bundle ← iota.crypto.Bundle () 

13: for each i in inputs do 

14: bund le.ad d Entry () 

15: bundl e. f inal ize () 

16: for each tx in bundle do 

17: a ← tx.ad d ress 

18: b ← bundle 

19: k ← key 

20: if a = M i then 

21: for j = 0 , j + + , while j < n do 

22: if 
 = j then 

23: iota.multisig.ad d Signature (b, a, k j ) � j holds all 

private keys so can add all signatures 

signature on its input address M 1 . Similarly D 2 , D 3 possessing 

( pk 2( D 1 
) , pk 2( D 3 

) ), ( pk 3( D 1 
) , pk 3( D 2 

) ) respectively, add their signa- 

tures on M 1 , M 2 . The final transaction bundle is then broadcast to 

the IOTA network. After a successful mixing operation all devices 

participating in the mix are able to add anonymity by achieving 

unlinkability in their transaction chain. 

8. Conclusion 

The IOTA public distributed ledger is designed to enable in- 

stant micro-transactions for Internet of Things (IoT) devices. The 

Directed Acyclic Graph (DAG) based approach to design a scal- 

able distributed ledger with zero fees enables numerous use-cases 

for smart devices. However, the linkable pseudonymity provided 

by the IOTA protocol raises privacy concerns. For example, trans- 

action activity may be continuously monitored by adversaries to 

plan thefts or private financial information may be leaked to com- 

petitors (we described a detailed case study earlier). Many pri- 

vacy enhancing solutions have been proposed for Bitcoin and its 

derived currencies to protect financial privacy of the end users 

but they fail compatibility with the IOTA ledger due to IOTA’s use 

of quantum resilient hash-based signature scheme. While a ded- 

icated mixing service for IOTA to improve anonymity [11] exists, 

but it still depends on a trusted third party and does not even 

provide anonymity against weaker passive adversaries (Mixing ser- 

vice has knowledge about the permutation applied to output ad- 

dresses). In this paper, we have thus presented a novel mixing 

technique for IOTA tokens, which is secure, robust and completely 

compatible with the IOTA protocol. Sticking to the IOTA ledger’s 

ideology, our proposed solution is fully decentralized and it nei- 

ther requires any third party, nor introduces any additional mixing 

fees. Our scheme employs a combination of digital multi-signature 

scheme [31,32] and decryption mix-nets [13,42] . A comprehensive 

analysis of our implementation shows that our protocol only in- 

troduces computation overhead if the number of participants in- 

creases and most importantly, our quantitative security analysis 

provides a proof that no malicious adversary can practically forge 

signatures by stealing portions of private key of any participant. 

Hence, our presented solution for decentralized mixing makes it 

difficult to traverse payment histories, adds sufficient level of un- 

certainty, improves on the benefits of a centralized mixer, and 

thereby enhances the anonymity of transactions on IOTA ledger. 
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